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Abstract

In order to resolve the security problem in Modbus/TCP protocol, we propose a Modbus/TCP communi-
cation control method based on deep function code inspection. By using the DPI ( deep packet inspection)
technology , the method deeply analyses the Modbus/TCP packets according to the different function codes. It

can check not only the ordinary function codes and addresses, but also the values of registers or coils. In par-
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ticular, our research results show that, by using the whitelist mode, the method can filter the malicious Modb-

us/TCP packets effectively, and can provide the security for the industry control devices.
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Fig.2 Basic communication control model
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for Rule 1 to Rule
do check SourcelP and DestinationIP
if matched
then do check tcp? and DestinationPort?=502
if matched
then do check FunctionCode
if FunctionCode e [Writing Operation Sef]
then do check DataAddress
if matched
i then do check DataValue
i if matche:
i i then do pass the packet
i else do jump to next rule
else do jump to next rule
else if FunctionCode € [Reading Operation Set]
then do check DataAddress
if matched
i then do pass the packet
else do jump to next rule
else if FunctionCode e [Other Operation Set]
if FunctionCode=22
then do check And_Mask and Or_Mask
if matched
i then do pass the packet
else do jump to next rule
else if FunctionCode=23
then do check ReadingDataAddress
if matched
i then do check WritingDataAddress
i if matched
i i then do check DataValue
i if matched
i i then do pass the packet
i i elsedo jump to next rule
i else do jump to next rule
else do jump to next rule
else do jump to next rule
else do jump to next rule
else do jump to next rule
else do jump to next rule
if n rules are unmatched
then do drop the packet
KIS HLNEAT R DY

Fig.5 Pseudo-code of rule implementation algorithm
4 A

3# 3 7E Modbus F234 F1 Modbus M 3 =2 i) S it 7% S i 42
T, AR B T R USRS, R AR X
Modbus M3 R ilR], I EREE Modbus MO 122 42 1.

56, £1%F Modbus/TCP § =2 IAJIE, 777 i w] LIl it
FRL 7 (R) 2 TP 4 5 X5 IEAS G35 F P 6 Modbus A3l 5
5], BRRAS 5 iR A 4 B A5, RIORASE 5 10 J0) 56 s oo
1P Hiutik i) Modbus/ TCP 4 Ha R SC 43 bl it ik, MM 45 HAT
41 TP Hiutik i) Modbus/ TCP 38 {5 A AR NGUR 38 i3 .

HUR, £%F Modbus/TCP 2 24X, 4 J5 ¥k Al L3l i
B D RERD . by hl v ] 0 a8 55 00 0 45 5 3R B il Modbus
FuG VT AAL R, R SR % 45 ) 3 — Modbus 3, H70
1] Modbus Ml % 3% % 5 AR 2 S = il i 4, 72—
ERRE LRI T Modbus M ) IE #3817

5, % Modbus/TCP 2 SEREPER TN, 4 7 148

HPET PGB AR AL, 43 546 T Modbus/TCP % 4f
FRSCH s 145 MBAP 7 30 Sk B UMSCPR S AF A 2, S
S IN 2 B st AR 4 4k S0 Modbus/ TCP Bl 35014 45415 4
3C, WRUURR AR AT 0 G 0 ¢ W At H5 4 Ik SCRE 5 4 Modbus JA
SR, KB BRI RE S A — & FREE_E By 1) A K A
B faf P ZBAT DX U6 HE B

5 SRR e

5.1 IheeIiE

A SCHEA T 1 52T Linux 3% W R o (DU Rz
Vila i ) , I ERE24E Modbus 35 5 Modbus M3k 22
1], Modbus F3R i modpoll S 3% JA sl (1 42 1, 38 4 %
B VTR NS, PR Modbus 323 %5 Modbus M3k 1
VilRIAT A, DTS R T 32 i A et

ASLLATRERS 1675 24T £ A1, Modbus =31y TP
Hodik g 192.168.1.101, Modbus M3k IP Skt 192.168.1.4,
AR 453 11 A 502, ARy SE I8 4 U [l il LU An T

[EPA:=E Y[

[#4E . Pass|[ 5 IP: 192.168.1.101 ][ H % IP; 192.168.1.4]
[P top ] [T : any ][ H A5G : 502 ]
[ZhaerS: 16 ] [Huhlyi [l 8 ~12] [ WfHYE
Fil: 90 ~110]

BRI .

[#1E: Drop ] [ YR IP: any][ Hf¥Y IP: any] [ BMYL: top] [ I8
Ui H : any ] [ HAYSH : any]

IEHEEBLT , A 3CFI I modpoll [i] Modbus M #0475
HAZFIER B, TIREI R 16, Harfrdsithbl > 10, 5
MER 100, XERFFE H A RN, B 6 45 T modpoll
PATEER, WEIHAT LI, SRRV ESA T8, modpoll
25 H4 T “ Writing 1 reference. ”, Modbus M5 10 24
AE AME 100, A5 0 b YR A 16 B3 It A 38 Ao Y
733k Modbus 3. A T 35 IE RE 6 2 A & B 380,
WL 15 10 AN2FAFER S AMEH 200, B 7 454 T modpoll f4k,
1T85R, WEPATLAE H, modpoll 13 T Reply time-out!”
FiR, BENEIZHEET, 2RIk BRE 0838 B s D 2,
[t modpoll 344 W Modbus M3 Y R 244, bk
YERAPETITD. I3, T I RE A & A b,
WL 5 14 AP E AMH 100, B8 451 T modpoll f4k,
TR, WE AT LUE B, A BE T “ Reply time-out!”
R, IRERERIRE A PAT . F34h, B T RIEXTA
IR EER, EidRATIIRE 15 ME 214
B, X5 10 ANRIEE AE R 1, B9 45t T modpoll
BPATE R, WEIHRATLIA , H38 7 “Reply time-out!”
IR, DRI E B PAT I, A 3R JLA o] S5 3
ATLAE A SCHT 8 H 09 7 ) 45 15 7 125 BB A% 45 ] Modbus
Fulixt Modbus A5 [a) 44, BRES5E L 1) Modbus {5
BRI, B 1kX Modbus Mk BB, TR BE Modbus
A I 1E 5 38 AT

R T EX16 L TR, ARSCTE Iptables/Netfilter
Iz 7 3 [16] frd A Y Modbus/TCP 3 i #8Ek , [m] 4+ Rz



2 8 T, A5 JETIIRERS TR A Modbus/ TCP 38 {5 15 1] 4% i 75 % 253
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iptables -A FORWARD -p tcp -s 192.168.1.101 -d 192.168.1.4
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C: Msers Adninistrator>D: \modpo 11 wind2 \nodpoll.exe —m tep —t 4 —» 18 192.168.1

jrodpoll 3.4 - FicldTalk(tn> Hodbus(R> Haster Sinmulator
opyright <c> 2882-2B13 procon¥ Pty Ltd
Uisit http:/swww.modbusdriver.con for Modhus libraries and tools.

Protocol configuration: MODBUS/TCP
address = 1, start reference = 18, count = 1
192.168.1.4,. port 502, tso 1.88 s, poll rate 1880 ns
16-hit register, output Cholding) register tahle

Meitten 1 reference.

:\sers\Adninistrator>

B 6 IEH i T modpoll P45

Fig.6  The result of modpoll under normal condition

C:\Users™\dninistrator>D: \modpoll\win32\modpoll.exe —m tcp —t 4 —r 18 192.168.1.
4 200

jrodpo 1l 3.4 — FieldTalk{tm) Modbhus{R} Master Simulator

[Copyright (c) 20@82-2813 proconX Pty Ltd

uisit http:/Auvwu.modbusdriver.con for Modbus lihraries and tools.

[Protocol configuration: MODBUS/TCP
IS 1lave configuration : |address = 1, start reference = 18, count = 1
i :/192.168.1.4, port 582, tso 1.88 s, poll rate 1068 ns
.: 16-bit pegister, output (holding) pegister tahle

s\sers™\idministrator?

B 7 5 AfHN 200 i modpoll PufT45 8-
Fig.7 The result of modpoll when the value is 200

C: Wsers\dninistrator>D: \modpollwin32\modpoll.exe —m tcp -t 4 —r 14 192.168.1 ]
4 188

odpoll 3.4 — FieldTalk(tm) Hodbus{(R> Master Sinulator

opyright {c> 2802-2013 procon¥ Pty Ltd

isit http://www.modbusdriver.com for Modbus libraries and tools.

Protocol configuration: HODBUS/TCP
lave config ion. add 1, start reference = - count = 1
i .1.4, port 562, ts/o 1.68 s, poll rate 1060 ns

b—bit register. output <holding> register tabhle

Reply time—o

:\lsersMdninistrator>

K8 B AT 14 B modpoll $iA745H

Fig.8 The result of modpoll when the register address is 14

C: Wsers\Adninistrator>D: \modpollswin32\nodpoll.exe —n tep -t 4 —r 14 192.168.1
4 188

odpoll 3.4 - FieldTalk{tm) Hodbus{(R> Haster Sinulator

opyright {c> 2802-2013 procon¥ Pty Ltd

isit http://wuw.modbusdriver.com for Modbus libraries and tools.

Protocol configuration: MODBUS-/ICP

lave configuration...:|address = 1, start reference = 14, count = 1
:/192.168.1.4, port 502, tso 1.88 s, poll rate 1080 ms
.: 16-hit register, output <holding?> register tahle

Reply time—out?

i\lsersMidninistrator>

F9 X HIRERS 05 #REIT modpoll $AAT45

Fig.9 The result of modpoll when the function code is 05

4 modpoll |5} Modbus M3 AT IE % 5 T A7 25 B AE AT,
BISE 456 E 2 SR, a0 10 iR, 4B ThResd
16, 2FfEanttihl Ry 10, 5 AN 95, ATLAE H K AR
A3, modpoll 5 H4 T “ Writing 1 reference. 7, %% 10 4~3F

FEAS TS A 95, Ud B Y45 VE 9 8088 I e ) P i A T &8
Modbus M 3. 24 modpoll R JT [7] ¥ i) 2y BE ith F1 2 17 s H
Hk, W AMEH 1000, [ Modbus P E5$AT 55 195 47
AR, A 11 FR, REAERAEAT I, modpoll
54 T “ Writing 1 reference. 7, 5 10 N F a5 AH
1,000, 5613205 16 35 3R SR 2o 8 3 Rk o B4R I 4
L. J34h, 24 modpoll Z3 AT IR 8 A 9 PR SE40 (145
PR, JLAHR A ZS SR S 8 R O #R i — 3. I\ iR SE
WL, SC16] Mk BARTE — EFEIE EARYP Modbus
MR ZARE ), (HUAAE R SRR 2 b B, #%
T B TC BRI A A AHE S AT B, Modbus M5 7T fE
F 2 KRGS /N, X R GeE R s Hak, %
T3V 148 BRI TC 1 B — NS R ik X, 2R R
M R BEBCE — A k8, 32 2 W RN 25 B2 32 ik 1 AT
B, LR ENR, ASCI R I I EER T 16 (i k.

C:\sersMdninistrator>D:\modpollswin32 modpoll.exe —n tcp —t 4 —» 18 192.168.1.
4 95

modpoll 3.4 — FieldTalk<{tm> Modhus(R)> Master Simulator

opyright <{c> 2802-2813 procon¥ Pty Ltd

Wisit http://wuw.nodbusdriver.com for Modbhus libraries and tools.

[Protocol configuration: HODBUS/TCP

i address = 1. start reference = 18, count = 1
192.168.1.4, port 582, t/0 1.88 s. poll rate 16880 ns
.z 16-hit register, output <{holding> register tahle

Uritten 1 rveference.

C: Wsers\Adninistrator?>

10 IEH ViR T modpoll 5 AfH )l 95 I HAATLR
Fig.10  The result of modpoll when the value is

95 under normal condition

C:\sers \Midministrator?D: \modpo11'win32snodpoll.exe —m tcp -t 4 —r 10 192.168.1 .|
[4 1808

wodpoll 3.4 — FieldTalk(tm> Modbus(R)> Master Simulator

[Copuright (c> 2002-20813 proconf Pty Ltd

Uisit http://wuw.modbusdriver.com for Modbhus libraries and tools.

HODBUS /TGP
= 1, start reference = 1B, count = 1
4, port 582, t/o 1.88 s, poll rate 1880 ns
: 16-hit register, output C(holding? register tahle

Protocol configurat i

Slave configuration
Conmunication....

hritten 1 reference.

C:Wsers\Administrator>

11 53 Y5 R modpoll 5 AfE g 1 000 AfA 4745 H
Fig.11  The result modpoll result when the value is

1 000 under abnormal condition
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Fig.12  Experimental environment topology
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Fig.13  Comparison of packet numbers before and after filtering
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Fig.14  Performance test topology
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Tab.1  Performance test under different rule numbers
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Fig.15 Attack and protection demonstration platform

for petrochemical level control system

K16 A it R ol 5P B KRR R 5t

512 Byte 200 Mbit/s 0 699.22 s 0 901.28 ps Fig.16  Attack and protection prototype system

1 518 Byte 200 Mbit/s 0 891.82 s 0 884.03 s for petrochemical level control system
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